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ABSTRACT

The Internet of Things is a huge group of devices communicating each other and the interconnection of objects in the
network is a basic requirement. Choosing a reliable device is critical because malicious devices can compromise networks
and services. However, it is difficult to create a trust management model due to the mobility and resource constraints of
IoT devices. For the centralized approach, there are issues of single point of failure and resource expansion and for the
distributed approach, it allows to expand network without additional equipment by interconnecting each other, but it has
limitations in data exchange and storage with limited resources and is difficult to ensure consistency. Recently, trust
management models using fog nodes and blockchain have been proposed. However, blockchain has problems of low
throughput and delay. Therefore, in this paper, a trust management model for selecting reliable devices in a fog-based IoT
environment is proposed by applying IOTA, a blockchain technology for the Internet of Things. In this model, Directed
Acyclic Graph-based ledger structure manages trust data without falsification and improves the low throughput and scalability
problems of blockchain.
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Table 1. Compliance requirements of Existing Studies
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Table 2. Key parameters

Parameters Values
Client number 20
MWM (minimum weight magnitude) 8
Thr 300
weight of direct trust value 0.6
weight of direct trust value 0.4
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Fig. 6. Trust values of clients in networks with 2 malicious clients
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